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ABSTRACT 

[01 13] A firewall coordinates with devices in a network to create a distributed filtering 

system. The firewall detects an attack in the network, such as a distributed denial of service 
attack, and creates attack information defining characteristics of maUcious packets used in the 
attack. The attack information is forwarded to the devices in the network. The devices use the 
attack information to configure themselves to detect packets having the characteristics of the 
malicious packets. After configuration, the devices detect and discard malicious packets. 
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